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The Incidents tab.

The Incidents tab shows a grid with the following details.

e [ncident ID - The ID of the incident. Click on this link to view the incident details.
e Title - The ticket title.

e Severity - Severity of the incident.

e Type - The incident type.

® Detected Date - Date the incident was first observed.

e Submitter - Name of the person who recorded the incident.

e Awaiting Action By - Name of the person with pending action.

e Status - Current status of the workflow associated with the incident.

e Risk - Severity of the risk.
Click New to create a new incident
Select an incident and click:

e Assign to associate an existing incident with the selected threat.

e Remove to disassociate an incident from the threat.

Select an incident to view the Incident Details window.




! Incident: Testincident02

 Workflow
General
Additional Details Name: Incident Workflow
Related Incidents 2 Review | 3 SignOff | 4 Closed
Actions & Tickets
Since: 2019-09-17 16:13:41

Controls
Threats

Current Owner(s): Team: Incident Response Team (Details 7 )
Stage Actions: 1 of 5 needed for moving workflow to "Review™

1 of 5 needed for moving workflow to "Closed”
P Documents
b Workflow History

(3 Change History

¥ General
Title Testincident02 Time Started 2019-09-17 16:13:02
Incident Type Breach Time Ended MN/A
Incident Subtype Data Time Detected 2019-09-17 16:13:02
Description Test Due Date N/A
Entities N/A Time Received 2019-08-17 16:13:41

Time Updated 2012-09-17 16:13:41
Incident Age < 1 day

Incident Id INC00015
Incident Submitter
Organization
Organization M/A

Division N/A
Subdivision M/A

Images

Custom Image 1 N/A&
Custom Image 2 N/A
Custom Image 3 N/A
Custom Image 4 N/A

¥ Comments

Add a comment

‘ 0 No comments have been entered.

The Incident Details window.

Select the Threats tab to view a list of threats arising from the incident. Threats must be manually assigned to incidents.
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The Threat Details page.

The Threat Details page includes the following information:

e Source - Threat feed provider.

e |dentifier - ID assigned by threat intelligence provider.
e Title - Descriptive name of the threat intelligence.

e Threat Type - The type of threat.

e Risk - The severity of risk from the threat.



e Status - The current status of the threat incident.
e Owner - The owner responsible for taking action on the threat incident.

e Last Updated - The date when the threat incident was last updated.



