Exceptions and Vulnerability Instances

Once a vulnerability instance has been created within a vulnerability definition that an exception has been applied to, the exception will be applied to
the instance. Vulnerability instances with an exception applied will have their risk scores reduced to O until there are no longer any valid approved
exceptions applied to them.

In order for an exception to be applied to a vulnerability instance, it must first be approved. In order for an exception to be approved, the exception
must be in a workflow status specified in the Approved status is set to field on the Exception Management Preferences page. While multiple
approved exceptions can be attached to a single vulnerability instance, only the one with the latest expiration date will be applied. If there are multiple

exceptions with the same expiration date, the one that was created latest will be applied.

When an exception expires, the system will check if there are any further exceptions that can be applied to the instance. The applied exception will be
marked with a checkmark in the Is Applied column of the vulnerability instance's Exceptions tab.

Entity Vulnerability: CVE-2018-11937 on 5432 H
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Exception ID Exception Name  Global gtuargrznt Status ;tgg'lﬁ ed By Requestor Start a End .I:ppli ad
EXP00324 excefrom affecttab J Review Review 2020-04-24  NIA

EXPO0325 exceptionfromexcptab J Review Review 2020-04-24  MNiA

EXPO0335 testcpe J Review Review 2020-04-24 NiA

EXP00361 ehiest1 J MiA Approve MiA 2020-04-23  MN/A J
EXP0O0363 tab J Review Review 2020-04-28  N/A

The Exceptions tab of a vulnerability instance.



