
About Propagation Settings

Entity classification and tags can be inherited from other entities using entity relationships . Any relationship
between two entities can be configured to propagate control assignments, control results, risk, tags, or criticality.
The system is designed to make circular references impossible. Entities cannot inherit what they propagate.

To specify the propagation associated with an entity relationship, go to Configuration > Entity Configuration >
Relationships. Click on a relationship to display the Relationship Type dialog.



Control results and risks are propagated, but only within a particular program. Propagating control results or risks
across programs can be performed manually. If a control profile is specified, the system uses the control profile and
ignores the control assignment.

When propagating criticality, choose the value to use:

The "from" entity's criticality

The highest criticality between the "from" and the "to" entity

The lowest criticality between the "from" and the "to" entity

Adding entities and then creating a new relationship with an existing entity relationship type requires running the
Update Objects job to propagate the scores effectively to the newly added entities. A child entity inherits the
security risk score if you configure the parent entity to propagate the risk score.

E X A M P L E

Yo u r  p r o g r a m  o w n e r  c o n ) g u r e s  e a c h  e n t i t y  w i t h  d i f f e r e n t  c r i t i c a l i t y

v a l u e s .  T h e y  e s t a b l i s h  a  p a r e n t - c h i l d  r e l a t i o n s h i p  b e t w e e n  e n t i t i e s  s u c h

t h a t  t h e  p a r e n t  e n t i t y  p r o p a g a t e s  e i t h e r  c r i t i c a l i t y  o r  t a g s  a n d  c o n t r o l

r e s u l t s  t o  t h e  c h i l d  e n t i t i e s .

R u n  t h e  U p d a t e  O b j e c t s  j o b  ) r s t  b e f o r e  y o u  i n c l u d e  e n t i t y  p a i r s  i n  a n



a s s e s s m e n t .  B y  d o i n g  s o ,  y o u  c a n  e n s u r e  t h a t  a l l  t h e  c h i l d  e n t i t i e s

i n h e r i t  t h e  c r i t i c a l i t y  v a l u e  o f  t h e  p a r e n t  e n t i t y .  W h e n  y o u  r u n  t h e

a s s e s s m e n t ,  t h e  c o n t r o l  r e s u l t s  w i l l  p r o p a g a t e  e f f e c t i v e l y .


