About Threat Management

Threat management means being aware of known vulnerabilities that may apply to your entities and technologies.

The National Vulnerability Database (NVD) tracks thousands of vulnerabilities, most identified by a unique CVE (Common Vulnerabilities and
Exposures) number.
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1 CVE-2009-5154
{An issue was discoverad on MOBOTIX 514 MX-V4 2 1 51 devices Thers is 3 default password of meinsm for the admin account
CVE-2009-5156
|An issue was discovered on ASMAX AR-804gu 85.24.1 devices. There is Command Injection via the ogi-bin/seript query string,
CVE-2014-8585
3 |orchixBAlS emulste/xB5 emulste cin Xen 3.2.1 through 4 4 does not properly check privileges. which sllows local HYM guest users to gain privieges or cause a denisl of servics (crash) via s Low 20

cratied (1) CALL. (2) JMF, (2) RETF, (4) LCALL, (5) LIMP, or (8} LRET far branch instruction.
CVE-2014-0179

lipvirt 0.7.5 through 1.2.x before 1.2.5 allows local users to cause 3 denial of service (read bleck and hang) via a erafted XML document containing an XML external entity dec
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+ 20 entity_reference to reCFP 1 £GP AP| method reistes to 50 XML Extermal Entity (XE |issus. NOTE: tnis ssue was SPLIT per ADT2 cueto Low o
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[The web interface in CUPS before 1.7 4 sllows logal users in the Ip group fo resd arbitrsry files via s symlink sttsck on & fils in lvarlcache/oupsirss!

5 |[cvE201a4388 . -
Diractory traversal vulnerability in the Agp Instalistion feature in Agple i before & sllows logal users to install unverified aops by riggering code-signature validation of sn unintended bundle. o

CVE2014-1281
Protos Backend in Apole IG5 before 7.1 does not progerly menags the ssset-library cache dusing deletions, which siows ohysically oroximate sttsckers 1o obtsin sensitive ghato 6ats by lsunching Low 20
ne Photes pp and logking under & transparent imags.

CVE 20144386

[Race condition in the Apo Installstion feature in Apple i0S before & allows local users o gain privileges and instsll unverified apps by leveraging Jimp write access.
CVE-Z014-144d

e [The fst get ifsce function in driversinet'wanfarsyne.c in the Linux kernel bafore 3.11.7 does not properly initislize  certain data structure, which sllows local users to obtain sensitive information from Low 20
cernel memory by leveraging the CAP NET ADMIN capability for an SIQCWANDEW ioctl call
CVE-2014-4421

10 he network-statistics interface in the karned in Apple iOS before 8 and Apple TV before 7 does not properly initislize memory, which sllows atiackers to obtain sensitive memory-content and memory- Low 20

|ayout informatfion via 3 crafted appbcation, a different vulnerability than CWVE-2014-4371, CVE-2014-4410, and CVE-2014-4420.

The Threat & Vulnerability Manager Application Dashboard.

Not all vulnerabilities will apply to your organization. The NVD and other subscription feeds, such as VeriSign iDefense Labs, provide vulnerability
definitions (VD). When a VD targets your entities or technologies, the system identifies a vulnerability instance (VI). Vs can be inferred (reported by a
feed) or actual.

RiskVision works with vulnerability scanners, such as Qualys, that identify vulnerability instances. RiskVision can also create Vls on its own, based
on VDs and the technologies catalog known as the Common Platform Enumeration (CPE). Vls are usually identified by CVE numbers. The same VI
may be reported more than once for a given entity.



