
About Entity Relationships

Entities are related to one another, usually in obvious ways. An application is hosted on a particular computer; a user
has access to a certain application, and so on. In RiskVision, entity relationships model these associations. Once the
relationships between entities are understood by the system, you can propagate controls, risk scores, and other
aspects of entities within a given program, for use in dashboards and reports.

Relationships between entities have types and are bidirectional. If an application is deployed on a computer, the
computer hosts the application.

Entity relationships allow risks to propagate from entity to entity. 

E X A M P L E

M a r k  S m e e t h  ( u s e r )  h a s  a c c e s s  t o  a  c r i t i c a l  b u s i n e s s  a p p l i c a t i o n .  H e

l e a v e s  h i s  u s e r  n a m e  a n d  p a s s w o r d  o n  a  s t i c k y  n o t e  o n  h i s  c o m p u t e r

m o n i t o r  a t  h i s  d e s k .  D e s p i t e  t h e  s e c u r i t y  m e a s u r e s  ( a u t h o r i z a t i o n  a n d

a u t h e n t i c a t i o n  c o n t r o l s )  i n  p l a c e  o n  t h e  s e r v e r ,  M a r k ' s  n e g l i g e n c e

i n c r e a s e s  t h e  r i s k  t h a t  a n  u n a u t h o r i z e d  p e r s o n  w i l l  a c c e s s  t h e  s e r v e r

a n d  a p p l i c a t i o n  d a t a .

When a parent entity is deleted, the child entities are not automatically included in assessments in which their
parents had participated.

By default, entity relationship propagation settings are disabled.


