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l&, Threat: F5 BIG-1Q Centralized Management 7.0.0 Grafana OS5 Command Injection Vulnerability
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¥ Threat Information

Type Vulnerability
Subtype MN/A
Source FireEye
Title F5 BIG-IQ Cenfralized Management 7.0.0 Grafana OS Command Injeciion Vulnerability

Description An OS command injeclion vulnerability exists within the Grafana component in F5 BIG-1Q Centralized
Management 7.0.0 and earlier that, when exploited, allows an attacker to remotely run local shell
commands on the system. Exploit code is not publicly available. Mitigation options include a workaround
and a vendor fix.

Published Date 2020-06-23
Last Updated MN/A
Owner M/A
Reference Count N/A
Severity N/A
Likelihood M/A
Risk M/A
Risk Rating HIGH
Risk Score M/A
Exploit Rating No Known
Proof Of Concept M/A
Exploit
Quantity of Proof Of N/A
Concept Exploits
Weaponized Exploit N/A
Quantity of M/A
Weaponized Exploits
Exploited in the Wild No
Quantity of Exploits N/A
Exploited in the Wild
Exploitation MN/A
Consequence

Zero Day/Early N/A
Warning

W Mitigation Status
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