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F2 BIG-1Q Centralized Management 7.0.0 Grafana OS Command Injection Vulnerability

Source: FireEye
ThreatScape: ThreatScape Vulnerability
Published On: 2020-06-28 22:29:00

Executive Summary

An OS5 command injection vulnerability exists within the Grafana component in F5 BIG-1Q Centralized
Management 7.0.0 and earlier that, when exploited, allows an attacker to remotely run local shell
commands on the system. Exploit code is not publicly available. Mitigation options include a workaround
and a vendor fix.
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ANALYSIS:
An attacker could exploit this vulnerability to execute shell commands on the system. An attacker would
need to create a specially crafted HTTP requests and send them to a vulnerable system's BIG-IQ user

interface.

Exploit code is not publicly available as of this writing. A workaround is available and F5 Networks
reportedly addressed this vulnerability in a fix. FireEye considers this a High-risk vulnerability because of
the possibility of remote command execution without the need for user interaction or permissions.

Risk Rating: HIGH
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